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Description:
The volume of content (video, audio, pictures, news) in the Internet is increasing at an
unprecedented rate. As a result, we are moving from an Internet principally meant to connect
us to well defined hosts to an Internet where the main purpose is to access content and share it
without caring much about its location [1]. In addition, Internet users want to access this
content from different locations and with different devices, like smartphones, pads, and
notebooks. This new way of using the Internet has pushed towards centralized solutions for
data storage and sharing in the form of data centers, clouds or social networks. However,
these solutions remain proprietary, limiting the volume of resources one can freely obtain, or
raising privacy issues around the posted content and the way end users interact with it.
In parallel to these developments, the increasing access of content with mobile devices has
stressed existing cellular networks beyond their capacity [2]. Forecasts suggest that the
exponential growth of mobile data demand will quickly surpass the additional capacity
offered by 4G technologies [3]. As a result, cellular network operators are looking to offload
as much data traffic as possible over femtocells, WiFi hotspots, and even device-to-device
communications [4]. Furthermore, to take advantage of the content-centric shift in user
demand, researchers and operators are investigating the storage of popular content as close to
the mobile user as possible, to avoid wasting resources and decrease access delays (in a spirit
similar to traditional CDNs) [5].
Motivated by the above concerns, in this proposal we plan to explore the possibility to build
an infrastructure for content storage and sharing around vehicles (cars, buses, etc). With their
mobility and their capability to carry on storage and communication devices without serious
power limitations, vehicles can form an interesting networking infrastructure able to store
content, relay it between each other, and deliver it to end users upon request. This content
might be both end-user generated (e.g. pictures and videos taken with a mobile device) or
downloaded at some point from the Internet. Our goal is to bring the cloud closer to the user,
optimize resource usage to access cloud content, and provide the means for an open, nonprofit oriented data sharing and dissemination. Yet, we stress that this architecture is not
meant to bypass altogether the existing wireless and cloud infrastructure, but rather to extend
it and/or provide a more cost-efficient alternative. Traditional infrastructure could still act as a
fallback solution, when content cannot be found locally or fast enough. We believe such an
architecture offers advantages along the following directions:

-

-

-

-

Data offloading: Popular and location-dependent content could be easily retrieved from
nearby nodes of the mobile cloud, without the need to congest valuable cellular resources
transferring the same content multiple times, from end-servers deep in the core network.
Coverage extension: Vehicles, through their mobility, can extend “cheap” coverage
beyond the usually sporadic WiFi hotspot connectivity, or in locations with weak or no 4G
signal.
Performance improvement: In a recent survey, the reduction of distance between the base
station and the terminal has been identified as the main driver of performance
improvement for cellular networks [6]. Connecting a wireless device to a nearby vehicle
can further reduce this distance and potentially lead to important performance gains.
Reduced dependence on proprietary solutions: Finally, such an architecture provides to
end users cloud functionality without the need to pass by other proprietary solutions as the
social networks and the clouds of Google, Apple and DropBox.

Communication in the mobile cloud we envision will be built around two main recent
paradigms:
Information-Centric Networks, is a departure from traditional communication architectures, to
make content rather than endpoints the central element. Instead, end users publish their
content with their mobiles, the content name is then made available to all users of the
infrastructure via a search engine associated to the infrastructure (either directly or indirectly
via a dedicated web site for example). Then, other end users of the infrastructure, if
authorized, can request this content to passing vehicles and count on their collaboration to
look for it and bring it back to them.
Device-to-device (or hop-by-hop) opportunistic communications, are a natural match to the
above content-centric approach and the increased mobility of vehicles involved. Here,
communication may occur only when two nodes are in proximity, between (i) end devices and
vehicles in the mobile cloud, for querying the cloud or for retrieving content, and (ii) between
vehicles in the mobile cloud, for updating or moving the stored (cached) content of different
vehicles and make the content “float” near the location(s) it will be mostly needed.
Nevertheless, in order to materialize the many potential benefits from the envisioned
architecture, a number of significant challenges must be faced, stemming from the mobility of
vehicles and the non-centralized nature of the system. Below we summarize these challenges
and sketch our intended approach in dealing with each one:
-

Request and content dissemination: When an end device does not find the content it is
looking for in the mobile cloud node it happens to be connected at, the request must be
efficiently disseminated over the cloud, and the content sent back from its closest storage
point. Approach: we will devise algorithms that can predict the location(s) of future
demand, and ensure content “floats” (is “cached”) in parts of the mobile cloud near
these areas. This location-based component is novel with respect to traditional
architectures. Furthermore, we will leverage efficient opportunistic anycast and multicast
algorithms to disseminate content and requests in case of “misses”.

-

Storage management: The volume of available content will easily exceed the storage
capacity in each vehicle. Hence, it is important that vehicles participating in the mobile
cloud are equipped with algorithms to decide on what content to keep and what to discard.
Approach: we will formulate this as a resource allocation problem; the optimal solution

for this problem will be a subtle interplay between the popularity of different contents, the
mobility pattern of involved vehicles, and the local or global metric(s) the mobile cloud is
optimizing. In practice, we will identify per content utilities related to the optimal
solution, that will allow nodes to rank different contents and take decisions in a local,
distributed manner.
-

Scheduling of content: When two vehicles come within transmission range, their
encounter will not last long. As a result, they might not be able to exchange all the content
that our caching and dissemination algorithms might otherwise require. It is thus
necessary for nodes to start exchanging the most useful content for the community, before
the connection is lost. Approach: In a manner similar to the storage management
problem, we will use the optimal per content utilities to decide which content to transmit
first. Furthermore, to ensure the available contact duration is not wasted on metadata
exchange (each node will have a very long list of available content and descriptions), we
will explore the use of Bloom filters and other data compression/reduction techniques.

-

Distributed estimation of demand and availability: The infrastructure will be used to
store different kind of content, some more popular than others. Furthermore, the
popularity of different contents might change over time. Finally, new content will be
inserted in the network and old content might be removed. As a result, appropriate
algorithms will be needed to estimate and maintain, in a distributed manner, the global
state of different contents, namely the approximate demand for each content and the
availability in the mobile cloud. These two parameters are key inputs to the optimal
management of cloud resources. Approach: Nodes will sample demand and content
availability in a lightweight and distributed way. Appropriate unbiased estimators will be
sought for, and be used to approximate the optimal allocation of storage and bandwidth
resources, in a manner that will minimize the expected long-term discrepancies between
the two.

This research proposal aims at addressing the above challenges and proposing algorithms and
protocols for the best collaboration of vehicles (private or public) towards the deployment of a
mobile cloud infrastructure. The topic selected relates to the LABEX domains of “data-centric
networking” and “heterogeneity and efficiency”, with the application domain targeted being
that of Intelligent Transportation Systems. We will depart from several years of collaboration
around end-to-end communications in Delay Tolerant Networks and leverage our
understanding of the effect of mobility patterns (key element in this project as well) on
optimal resource allocation policies. However, the abundant resources of vehicles (compared
to phones or sensors, usually the subject of DTN research), the intricacies of their mobility
patterns, and the content-centric nature of this novel architecture will require a radical
rethinking of the problem and solutions. Finally, we are well aware that such an architecture
might require appropriate security and incentive mechanisms. While we do not intend to
provide new solutions for these, we will stay informed and leverage the state-of-the-art in
these directions, where necessary, to further solidify our architecture.
The research will start by a careful high-level design of the system identifying the main
functions and building blocks. We will then formulate the key problem(s) assuming all
parameters of interest are known. This will allows to obtain ideal optimal solutions, that can
be used as a baseline for comparison, but also to perform a feasibility study, and understand
the limitations of such an architecture. We will then move into proposing practical and
distributed algorithms for handling content within this mobile infrastructure with the aim to

statistically approximate the optimal policies. Along this process, we will pay particular
attention to the validation of all algorithms, using realistic data as much as possible (e.g.
mobility traces, traces of content demand, etc.) and experimenting the algorithms within wellknown frameworks for content-centric networking and opportunistic networking as the CCNx
framework or the DTN2 one.
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